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Why does this 
matter?

More and more…



We often thinfi 

about the 

Consumer 

risfis…
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Consumer risfis…
…and risfis borne by other 
stafieholders

Wine Supply Chain Traceability: GS1 Application 

Guideline

GS1

Sales related risks

Logistics related risks

Wine producer risks

Grape grower risks

Regional / 
National / 
Authority 
risks



Organisational structures and 
risfis… We may trust the 
entity… but…



Organisational structures and 
risfis… We may trust the 
entity… but…



Some of the risks mentioned can be covered via national/regional certification 

programmes.

National wine certification programmes



Some of the risks mentioned can be covered via national/regional certification 

programmes.

National wine certification programmes



Some of the risks mentioned can be covered via national/regional certification 

programmes.

National wine certification programmes



Some of the risks mentioned can be covered via national/regional certification 

programmes.

Yet, such programmes do not fill all ‘trust gaps’:

* Full trust is required in authorities’ processes and maintenance of data

National wine certification programmes



Some of the risks mentioned can be covered via national/regional certification 

programmes.

Yet, such programmes do not fill all ‘trust gaps’:

* Full trust is required in authorities’ processes and maintenance of data

* Authority only gets access to stakeholder data once requested/submitted

National wine certification programmes



Some of the risks mentioned can be covered via national/regional certification 

programmes.

Yet, such programmes do not fill all ‘trust gaps’:

* Full trust is required in authorities’ processes and maintenance of data

* Authority only gets access to stakeholder data once requested/submitted

>Has the data been changed since it was originally recorded?

National wine certification programmes



Some of the risks mentioned can be covered via national/regional certification 

programmes.

Yet, such programmes do not fill all ‘trust gaps’:

* Full trust is required in authorities’ processes and maintenance of data

* Authority only gets access to stakeholder data once requested/submitted

>Has the data been changed since it was originally recorded?

>Has the data been recorded retrospectively?

National wine certification programmes



National wine certification programmes

Some of the risks mentioned can be covered via national/regional certification 

programmes.

Yet, such programmes do not fill all ‘trust gaps’:

* Full trust is required in authorities’ processes and maintenance of data

* Authority only gets access to stakeholder data once requested/submitted
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Some of the risks mentioned can be covered via national/regional certification 

programmes.

Yet, such programmes do not remove all ‘trust gaps’:

* Full trust is required in authorities’ processes and maintenance of data

* Authority only gets access to stakeholder data once requested/submitted

>Has the data been changed since it was originally recorded?

>Has the data been recorded retrospectively?

* How can the producer be sure employee/third- party data has not changed?

Can we fill some remnant ‘trust gaps’?

One “trust gap” that is often just accepted 
is the trust we have in our digital 

systems…



We need to trust our digital systems 
too…
…consider Payment Systems as an 
example
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AccountID Name <Balance> …

…

1392 Me EUR 0.01 …

1393 You EUR 1,234,567.89 …

…
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Centralised Payments/Accounting Systems
TransactionID FromAccount

1234 1392

ToAccount Amount

1393 0.01

I am now broke :(

Can I somehow “hack” the system, 

steal money,

or bribe someone?



Centralised Payments/Accounting Systems
TransactionID FromAccount ToAccount Amount

1234 1392 1393 0.01

1235 1393 1392 100,000
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Centralised Systems

Full control over:

* Code / Processes / Rules / Logic

* Data

Because of the centralised nature of 

the system… rules can be broken.
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Imagine we had to test a minimum of once every two months… 
and we forgot to test…
and something went wrong with a batch produced in April… 
Simple… alter the data.

Date & Time Lab Tester Verified Batch Details

1st Jan 2024 13:01 JE Yes …

1st Mar 2024 12:34 JE Yes …

1st May 2024 14:11 JE Yes …

1st Jul 2024 14:11 JE Yes …

NS just in Payment Systems…

… Consider Agri-Quality Assurance Systems



Wouldn’t it be great if we could create tamper-proof digital systems? 

Where no one is in control?



Wouldn’t it be great if we could create tamper-proof digital systems? 

Where no one is in control?



● The code will do exactly what is written in 

the code.

● No one can change or cheat the code.

Decentralised Systems



● The code will do exactly what is written in 

the code.

● No one can change or cheat the code.

● We did not know how to create systems 

like this

○ Till Bitcoin proposed 

“Blockchain”

Decentralised Systems
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Blocfichain: can be used for much more than just a 

ledger

We can encode rules into the blockchain:

E.g. A certification QR code is only issued if:

* Forms have been fully completed by producer & 

validated by blockchain

* Verified and approved by delegated Authority Official
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* Full trust is required in authorities’ processes and maintenance of data

Certification process can be encoded into blockchain, 

and certification issued if all rules are followed.
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Can Blocfichain help minimise remnant ‘trust gaps’?

* Full trust is required in authorities’ processes and maintenance of data

* Authority only gets access to stakeholder data once requested/submitted

> Has the data been changed since it was originally recorded?

> Has the data been recorded retrospectively?

* How can the producer be sure employee/third-party data has not changed?

Again,

Various stakeholders can immutably log data on 

blockchain.



Do Blocfichains solve all issues?

No, other remnant ‘trust gaps’ will remain.
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But we should remove as many risfis as possible…

Risks

Blockchain 

(decentralisation)

Authority Oversight

Audits

Internal Processes
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…To.

Wine Supply Chain Traceability: GS1 Application 

Guideline

GS1 Authority





1st Step: Survey

Over 209 papers across:
* challenges of wine supply chains
* proposed blockchain solutions

Findings:
* Solutions tend to be focused on a specific stakeholder
* Solutions often non-intuitive (blockchain UI)
* Need for more: process flexibility, ease-of-use, 
technology-independence



Aim of project:
Focus on infrastructure development 
to support ease of:
1. Process definition
2. Attestation
3. Verifiability



Authority

VinoVeritas

Supply Chain 
Stakeholders

Consumer

Verified  
on the 
blockchain



Why not use something existing like BPMN?

Complexity: BPMN 

is designed for 

comprehensive 

business process 

modelling.

We need something 

that is simple.

Need for an Attestation Flow Model Framework
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Why not use something existing like BPMN? Data Location 

Specificity: While 

BPMN can support 

where tasks/data can be 

stored to some degree, it 

isn’t ideal for specific 

node-related data 

locations.

We need something that 

allows for ease of data 

location specification.

Need for an Attestation Flow Model Framework



Design of General Attestation Model Flow



Extension of National Declaration Platform



Extension of National Declaration Platform

VinoVeritas



IoT Deployment

Installation underway 
(any day now)



IoT Data Collection

VinoVeritas



Supply-chain stakeholder Attestation

VinoVeritas



Consumer Verification

VinoVeritas



What should Smart Contract code look like?

V1:

User-defined 
process

Translated  
into 
intermediate 
representation

Compiled to 
Smart Contract 
code

Disadvantages:

- Deployment of smart 

contract code to 

blockchain 

consumes costs

- For attestations that 

are relevant to 

different 

processes/flows, 

attestation needs to 

be sent individually 

to each associated 

smart contract…

…more costs
Deployed to 
blockchain



What should Smart Contract code look like?

V2:

User-defined 
process

Translated  
into 
intermediate 
representation

Static general 
verification code 
uploaded once, and 
used by all processes

IR uploaded 
to SC.
IR interpreted 
on-chain

Advantage:

+ Single smart contract 

uploaded and used for 

all processes.

+ A single attestation can 

be uploaded and used 

across different 

processes.

Disadvantages:

- Interpretation of 

processes on-chain 

introduces 

interpretation 

execution costs.



Where should verification code live?

Solutions proposed execute verification code “on-chain” 
(in smart contracts)

Whilst this provides guarantees wrt processes followed, 
involves cost for “on-chain” execution

Computation



Where should verification code live?

Solutions proposed execute verification code “on-chain” 
(in smart contracts)

Whilst this provides guarantees wrt processes followed, 
involves cost for “on-chain” execution

Computation

We proposed execution verification off-chain, on 
users’ devices — to minimise costs
without sacrificing guarantees.



Where should verification code live? What we have proposed

Low storage requirements 
(less than a hash)
might as well store on-chain

For verification, each user 
can verify the process
off-chain. Same levels of 
guarantees, since data is 
stored on-chain.



What should Smart Contract code look like?

V3:

User-defined 
process

Translated  
into 
intermediate 
representation

Static general 
verification code 
uploaded once, and 
used by all processes

IR uploaded 
to SC.
IR interpreted
off-chain

Best of both worlds:

+ Single smart 

contract deployed 

and used for all 

processes.

+ A single attestation 

can be uploaded and 

used across different 

processes.

+ No on-chain 

interpretation costs 

(as this can be done

off-chain on users’ 

devices)



Final Steps



Drone Data Integration

VinoVeritas



General Attestation Framework Paper

● Model Semantics



General Attestation Framework Paper

● Model Semantics
● Smart contract design options 

and overhead evaluation

Ellul and Pace, 2024



User Acceptance Testing

● Winery training and feedback
● Authority demo and feedback
● Adapt software to better support 

user needs



Future:
● Increasing temperatures is 

literally changing the Maltese 
landscape and will likely impact 
quality of future produce (and 
wines)

● Helping winerys to make sense 
of the data
○ Continual Data Collection
○ Prediction/Intelligence

● Application to other Agri-supply 
chains and sectors.



Thank you 
for listening!

Prof. Joshua Ellul

Associate Professor

Dept. of Computer Science and Centre for DLT

University of Malta

joshua.ellul@um.edu.mt

@joshuaellul

linkedin.com/in/joshuaellul

mailto:joshua.ellul@um.edu.mt
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